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Purpose

- U.S. defense-related technologies and information are under
attack from foreign entities: each day and every hour

- Each suspicious contact report (SCR) makes a difference
In fiscal year 2012 (FY'12),industry reportingled to 657

investigations or operations against known or suspected collectors
- The Trends report is designed to be a reference tool for
industry security professionals in their efforts to detect,
deter, mitigate, or neutralize the effects of foreign targeting



Key Findings

- East Asia and the Pacific and the Near East remain the
most active collecting regions, with East Asia and the
Pacific alone responsible for half of all reported incidents

- Commercial entities, though still the most common
collectors, are now rivaled by government and
government-affiliated entities

- Suspicious network activity (SNA) is the predominant
method of operation (MO) for collectors, especially those
from East Asia and the Pacific

« Collectors targeted all categories of the Militarily Critical
Technologies List (MCTL), but remained most interested
in information systems and electronics
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Overview- Collector Affiliations

+ While commercial collectors >> Collector Affiliations <<
remained most common affiliation e
world-wide, the portion
attributed to this category fell
from 34 percent in FY || to 29
percent in FY|2
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- Reports of government and ]
government-affiliated entities
both increased in percentage




Overview- Methods of Operation

- SNA became the most commonly >> Methods of Operation <<
reported MO in FY|2

« Attempted acquisition of
technology (AAT) dropped to
second most commonly reported
MO and request for information
(RFI) slid from second down to
fourth
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« Academic solicitation was the third

most common MO overall, and the
most common MO for collectors
from the Near East
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Overview- Targeted Technologies

- The technologies reported as >> Top Targeted Technologies <<
targeted showed significant BB Information Systems
stabil |ty iCh  Electronics

: : Lasers, Optics, & Sensors
+ Information systems; electronics; 2 |
lasers, optics,and sensors; and W Aeronautics
aeronautic systems were the same 8 Materials & Processes
top categoriesin FY | -4  SpaceSystems

B The most signiﬁcant change was Q Positioning, Navigation, & Time
the surge in reported collection S NariOe s
attempts targeting electronics & Information Security

— Processing & Manufacturi
+  The number of incidents related to by  Processing & Manufacturing

electronics increased by 93 percent



- U.S.cleared contractors lead the world in research, design,
and engineering of offensive and defensive missiles

+  Many different areas of Structural Components
expertise are required to
. et o g A e )
master missile development ot Jmanpsie, bdgkal st
- Each type of missile contains S

various subsystems that control — {‘ | —

its propulsion, guidance,and
payload,all within a frame of B o
composite materials

+ Primary regions targeting missile technologies:
« EastAsia and the Pacific
« Near East

+ Europe and Eurasia
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